Airservices Risk Management Standard
AA-NOS-RISK-0001
Version 10
Effective 22 March 2019

‘Risk is the effect of uncertainty on objectives’ – ISO 31000:2018
Prepared:

Endorsed:

Authorised:

Uncontrolled if printed
© Airservices Australia 2018

1 of 17

Change summary
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Change Description
Rewrite to incorporate enterprise risk management concepts.
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This update incorporates: the Board approved likelihood, consequence
criteria and risk classification matrix, risk acceptance authorities and
amended risk review timeframes; mandatory requirements to manage risk;
aligns to ISO 31000:2018 Risk management – Guidelines; and includes
operational risk and issues management concepts.
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Updated to amend an incorrect reference.
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1

Context
Airservices Australia (Airservices) has an established risk management methodology
that complies with Section 16 of the Public Governance Performance and
Accountability Act 2013, and aligns with both the Commonwealth Risk Management
Policy and the International Standard ISO 31000:2018 Risk management – Guidelines.
Risk is defined as the ‘effect of uncertainty on objectives’. Airservices’ business
objectives are contained within the Airservices Corporate Plan and strategy.
The Airspace and Air Traffic Management Risk Management Policy Statement
confirms that Australia’s Government aviation agencies will adopt a common approach
to risk management in relation to the assessment of airspace and air traffic
management. Airservices risk management processes are premised on the following
principles:


Safety of passenger transport services is the most important consideration



National security considerations must be met



Other considerations in examining airspace and air traffic management proposals
must be taken into account, which include protection of the environment, efficient
use of airspace, equitable access for all airspace users, regularity of public
transport operations and consistency with relevant international agreements.

This Standard is complimented by Airservices Risk Appetite Statement (C-POL0023)
which details the level of risk Airservices is willing to tolerate to pursue new
opportunities and/or new technologies to achieve its objectives.
Airservices demonstrates effective risk management to meet obligations under
legislation and regulation including (but not limited to):


Air Services Act 1995



Civil Aviation Safety Regulations 1998



Public Governance, Performance and Accountability Act 2014



Work Health and Safety Act 2011



Environment Protection and Biodiversity Conservation Act 1999.

This standard supports the Governance, Risk and Compliance Policy (C-POL0024)
and is a key Standard underpinning the Governance, Risk and Compliance (GRC)
Framework (C-FMK0001).

2

Purpose
This document describes the mandatory requirements for managing and oversighting
risks at Airservices.
It is designed to assist the business with meeting its obligations under the PGPA Act to
establish and maintain appropriate systems and internal controls for the oversight and
management of risk.
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Risk management principles
Airservices applies the eight principles of risk management covered in the International
Standard which is detailed below:

Principle
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Description

Integrated

Risk management is an integral part of all Airservices activities. Risk
management activities and information is aligned through integrated
frameworks and supporting risk management processes.

Structured and
comprehensive

A structured and comprehensive approach to Airservices risk management
practices contributes to consistent and comparable results.

Customised

The Risk Management Standard and supporting risk processes are
customised and proportionate to Airservices external and internal context
and objectives.

Inclusive

Appropriate and timely involvement of stakeholders enables their
knowledge, views and perceptions to be considered. This results in
improved awareness and informed risk-based decisions. Collaboration with
our business partners is essential to manage any shared risks.

Dynamic

Risks can emerge, change or disappear as Airservices external and
internal context changes. Risk management anticipates, detects,
acknowledges and responds to those changes and events in an
appropriate and timely manner.

Best available
information

The inputs to Airservices risk management processes are based on
historical and current qualitative and quantitative information. The risk
management process explicitly identifies any limitations and uncertainties
associated with the information and expectations. Information should be
timely, clear and available to relevant stakeholders.

Human and
cultural factors

Human behaviour and culture significantly influences all aspects of risk
management at each level and stage. Airservices is committed to
developing the risk management capability of our staff to drive an inclusive
and proactive risk culture.

Continual
improvement

Airservices risk management practices are continually improved through
learning and experience.
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Accountability
Risk management accountabilities, as prescribed by the Public Governance,
Performance and Accountability (PGPA) Act 2013, are defined below:
Board and
Chief
Executive
Officer
(CEO)

5

The Board and the CEO, as accountable authorities of a Commonwealth
entity, must establish and maintain:


an appropriate system of risk oversight and management for the entity



an appropriate system of internal control for the entity; including
implementing measures directed at ensuring officials of the entity comply.

Responsibilities
As public officials, Airservices management, staff and contractors are responsible for
applying effective risk management within the context of their position. Specific
responsibilities are defined below:

Executive

Risk and
Compliance
Unit

Risk
Champions

Framework
Owners

AA-NOS-RISK-0001



Champions a positive risk management culture that supports the
enhancement of risk management practices across Airservices, and
embeds risk into strategic decision making within Executive and other
governance committees.



Enacts risk appetite and sets tolerance for different classes of risk.



Reviews and endorses enterprise risks as part of strategic planning and
governance oversight of Airservices operations, including the adequacy
and effectiveness of the key controls and risk treatments.



Continuously drives improvements in the Airservices risk management
approach and associated documentation suite and tools.



Collates and analyses risk data to provide timely and holistic risk
information to the Executive and Board Audit and Risk Committee.



Delivers foundational risk management capability and awareness activities
within the business.



Provides risk advisory services across Airservices.



Support the established organisational risk management process and
champions a positive risk culture within their Business Group.



Facilitate the aggregation and escalation of risks to leadership for
information and decision making.



Facilitate the identification and ongoing management of risks, including
coordination of regular risk reporting.



Embed fit-for-purpose risk management processes within their respective
frameworks / management systems which align to the Airservices Risk
Management Standard.
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Managers

Staff and
Contractors

6



Ensure staff in their business units comply with the Airservices Risk
Management Standard.



As risk leads, manage assigned Enterprise and functional level risks and
contribute to risk reporting.



Foster a culture where risks and opportunities are identified and
appropriately escalated.



Oversight management of operational risks, including reviewing and
analysing operational risk registers, effectiveness of key controls and
appropriateness and progress of risk treatments.



Comply with the Governance, Risk & Compliance Policy (C-POL0024), the
Airservices Risk Management Standard and any relevant subsidiary risk
management procedures.

Enterprise risk management process
Airservices applies the following risk management process to systematically identify,
measure and manage risk:
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6.1

Mandatory risk management requirements
The following mandatory requirements detailed below must be applied by all
Framework Owners when designing risk management processes, as well as
Airservices employees when applying a risk management process:
No.
6.1.1

Requirement
All risk assessments must apply the essential steps of the Airservices risk
management process:
1.
2.
3.
4.
5.
6.
7.
8.

6.1.2

Prior to commencing a risk assessment, the scope, context and criteria of the
risk assessment must be established to identify the external and internal context,
key stakeholders, type of risk assessment and the risk assessment criteria to be
used.

6.1.3

Communication and consultation with appropriate internal and external
stakeholders must take place throughout all steps of the risk management process.

6.1.4

Risk identification techniques, appropriate to the operating and risk context, must
be used to identify, recognise and describe risks.

6.1.5

Risk analysis techniques must consider, define and record the causes and
sources of risk, their positive and negative consequences and the likelihood that
the consequences may occur. Qualitative and quantitative data must be sourced
to justify and evidence the risk assessment outcome.

6.1.6

Key controls to manage an identified risk must be identified and their effectiveness
assessed, using the effectiveness ratings in Appendix 1 Table 5.

6.1.7

Risk owners must undertake risk proportional assurance activities to confirm the
effectiveness of key controls. Evidence supporting the effectiveness assessment
must be retained.

6.1.8

All risks must be assessed using the risk classification matrix and supporting
consequence and likelihood criteria within this Standard1
(Appendix 1 Tables 1, 2, 3).

6.1.9

In determining risk treatments, staff must:



1

Define scope, context, and criteria
Identify risks
Analysis risks
Evaluate risks
Treat risks
Communicate risks
Monitor and review risks
Record and report risks.

Apply the Airservices Risk Appetite Statement
Determine risk tolerance thresholds to determine risk acceptability.

6.1.10

Risk treatments must address root causes by either improving the effectiveness of
existing controls or creating a new key control.

6.1.11

The Airservices Risk Appetite Statement must be applied to determine acceptability
of a risk. All risks must be accepted by the minimum risk acceptance authority1
outlined in Appendix 1 Table 4.

Unless otherwise specified in a supporting framework/management system risk management procedure.
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No.

Requirement

6.1.12

All risks must be monitored and reviewed within the defined risk review
timeframes1 as detailed in Appendix 1 Table 4. Evidence of risk review must be
documented.

6.1.13

During monitoring and review, attention must be given to:




detecting any changes to the internal and external context, including
identification of any emerging risks
measuring performance of controls and monitoring progress of risk treatments
assessing if the risk has significantly changed, including whether the risk
requires escalation or is no longer valid and can be made obsolete.

6.1.14

Risks (where appropriate) must be aggregated and/or escalated to the parent risk
(e.g. an enterprise risk) to establish the enterprise context of the risk and for
reporting to the Executive.

6.1.15

All risk assessments must be recorded in the relevant risk management system
determined within supporting risk management procedures. Current IT risk
repositories include CIRRIS, Project Server, HAZLOG, Thesis, SharePoint, etc.)

6.1.16

Risk information must be reported through appropriate governance mechanisms
for management attention and decision making.

6.1.17

Framework owners must embed fit-for-purpose risk management processes within
their respective frameworks / management systems, including:






Prescribing risk management procedures which align to this Standard
Prescribing where risk records are stored
Clearly articulating risk aggregation and escalation requirements
Providing tools and systems to capture operational risk information
Providing tailored risk training to their framework users.

6.1.18

Framework owners must seek approval from the Risk and Compliance Manager to
deviate from this Risk Management Standard.

6.1.19

Framework owners must implement arrangements to identify, collaborate and
contribute to the management of shared risks2.

6.1.20

Issues (risks which have materialised) must be separated from existing risks and
managed as an issue. Issues management processes must identify and address
the root causes, what controls failed and effect improvements to mitigate future
risks.

6.1.21

The GRC Framework owner must implement activities to review and continuously
improve the management of risk at Airservices.

6.1.22

The GRC Framework owner must periodically review the Airservices Risk
Management Standard and processes to assure that appropriate systems of risk
oversight, management and internal control for the entity are maintained.

2

Shared risks extend beyond Airservices and may arise from relationships with suppliers, customers, other Government
agencies and industry. Shared risks relating to the Australian aviation industry must be consulted and communicated
with the Aviation Policy Group (APG) agencies and industry. Aviation Policy Group (APG) agencies are made up of the
Department of Infrastructure, Regional Development and Cities, the Department of Defence, the Civil Aviation Safety
Authority (CASA) and Airservices Australia (Airservices).
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7

Risk Appetite Statement
Airservices Risk Appetite Statement (C-POL0023) supports effective risk management
and decision-making processes through informing our appetite and tolerance for risk. It
provides guidance on the amount of risk, and risk tolerance for each risk class, that we
are willing to accept or retain in order to achieve our objectives.
Through the implementation of this Standard and supporting risk management
procedures, we identify and treat risk to within acceptable tolerances in our operations
and operating environment.
The risk treatment strategy is driven by whether a risk is acceptable or unacceptable to
the organisation and relates to a willingness to tolerate the risk based on the nature (or
consequence) of the risk:


For safety and environment risks, employees must have applied all reasonably
practicable measures to treat the risk, through the As Low As Reasonably
Practicable (ALARP) / So Far As Is Reasonably Practicable (SFAIRP) principles.
More information on the application of ALARP is detailed in ALARP and Cost
Benefit Analysis Procedure (RISK-PROC-0004).



For all other risk categories, risk treatment decisions must be in line with the
relevant risk classes identified in the risk appetite statement. The cost-benefit
principle applies to these classes.

Upon application of the risk appetite, decisions can be made as to whether to avoid,
transfer, reduce or accept the risk.

8

Risk Hierarchy
The enterprise risk management process is supported by a range of processes
prescribed by organisational frameworks which address specific types of risks within
our operational areas.

AA-NOS-RISK-0001
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The Airservices risk hierarchy (above) comprises of three distinct layers of risk
management activities:
1. Enterprise level – risks which may impact on Airservices ability to meet corporate
objectives
2. Functional level – risks which may impact on the services provided by the
functions managed by the respective business groups
3. Framework (operational) level – application of risk management procedures
prescribed by organisational frameworks (which align to the functions of the
business).
Risks are routinely managed within frameworks and where appropriate, are escalated
to the functional and enterprise level when risk exposures have become significant.

8.1

Enterprise risks (top-down)
Enterprise risks are those risks which may impact on Airservices achieving its strategic
objectives as documented in the Corporate Plan. Enterprise risks are oversighted by
the Board, owned by the CEO and managed by Lead Executive General Managers.
Our set of enterprise risks have been developed based on the functional model
prescribed by our Business Process Architecture (C-REF0279). The enterprise risks
are aligned to the key functions of the business, including our two core service delivery
functions supported by our numerous enabling functions.
Three categories of enterprise risks have been established:

Strategic

Strategic risks are the effect of uncertainties or untapped opportunities
affecting Airservices strategic objectives. Strategic risks are key
considerations for the future positioning of Airservices by the Board and
Executive.

Transitional risks are the effect of uncertainties or untapped
opportunities on material or critical deliverables and activities that during
Transitional implementation require the attention of the Board and Executive. Once
appropriate actions have been implemented and risks sufficiently
managed, transitional risks generally ‘transition’ to ‘business as usual’.
Business

8.2

Business risks are the effect of uncertainty from day-to-day activities
that affect the achievement of Airservices business objectives.

Operational risks (bottom-up)
The risk management process is embedded into a range of organisational frameworks /
management systems, which require that all staff identify, assess and analyse risks.
Each framework must provide fit-for-purpose risk management processes within their
frameworks. A list of published risk management procedures is detailed in Appendix 3.
In order to operationalise the bottom-up approach to risk management, risks must be
effectively aggregated and escalated upward for management attention and enhanced
decision making.
Risk Aggregation is the process of combining a number of similar-type risks to
understand the total risk exposure in the context of a higher level risk. For example
under the P3M Framework, the overarching Program risk is an aggregation of Project
risks under the Program.
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In simple terms, risk aggregation is merely the process of making sense of underlying
risk information to contextualise and drive an overarching risk assessment. Guidance
on risk aggregation processes must be provided by Framework owners for risks
managed within the framework.
Risk escalation is the process of alerting a significant risk to a higher level of
management for attention and decision making. The risk acceptance authorities
(Appendix 1, Table 4) facilitates appropriate risk escalation of significant risks.

9

Risk assurance
Airservices applies the Three Lines of Defence assurance model to specify
accountability for risk management, effective control design and the overall
performance of business processes:
First line
of defence

Second line
of defence

Accountability is assigned
to managers across
Airservices who are
responsible for identifying
and ensuring risks are
effectively managed.
Managers are also
responsible for providing
assurance that controls are
operating effectively.

Second line assurance
providers (i.e. framework /
management system
owners) assure that their
risk management
processes are effective in
design and are being
applied by users.

Third line
of defence
Internal Audit applies a
risk based approach
when performing audits
to provide independent
assurance to
management and the
Board Audit and Risk
Committee.

Information on Airservices assurance practices are detailed in the Assurance Guide
(C-GUIDE0587).

10

Risks versus issues
An issue can arise from a number of sources such as:


A risk that has been realised



A control that is no longer effective



A reduction or deviation in performance that requires a response.

Issues management requirements are specified in the Governance Standard
(AA-NOS-GOV-0001).
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Appendix 1: Risk Assessment Criteria
Table 1 – Risk Classification Matrix
CONSEQUENCE
Insignificant

Minor

Moderate

Major

Catastrophic

Medium

Medium

High

Extreme

Extreme

Likely

Low

Medium

Medium

High

Extreme

Possible

Low

Low

Medium

Medium

High

Unlikely

Negligible

Low

Low

Medium

Rare

Negligible

Negligible

Negligible

Low

LIKELIHOOD

Expected

Medium
High*
Medium
High*

*Note: Where primary consequence type is determined to be Safety, Work Health & Safety or
Environment, apply the ‘high’ risk rating under catastrophic.

Table 2 – Likelihood Criteria
Likelihood Criteria for Non-ATM Safety Consequences
Quantitative Guidance
Likelihood

Qualitative Descriptor

Probability

Timeframes
Expected

The risk event is expected to occur or has occurred
within the past year

Likely

The risk event is more likely to occur than not

Possible

(within a year)

Daily – Yearly

Greater than 95%

Yearly – 3 Yearly

33% to 95%

The risk event is possible but infrequent

3 Yearly – 10 Yearly

10% to 33%

Unlikely

The risk event is unlikely to occur

10 Yearly – 20 Yearly

5% to 10%

Rare

The risk event is only remotely probable

Greater than 20 years

Less than 5%

Likelihood Criteria for ATM Safety Consequences
Guidance (ATM Operational and Technical Systems)
Timeframes

Probability

System wide
(if appropriate pro-rate for domain under consideration)

Aircraft movement or flight hour
(ATC, flight procedures, technical systems)

Equal to or once per week

Greater than 1 per 70,000

Likely

Weekly – Quarterly

1 per 70,000 to 1 per 750,000

Possible

Quarterly – 3 Yearly

1 per 750,000 to 1 per 9m

Unlikely

3 Yearly – 20 Yearly

1 per 9m to 1 per 95m

Greater than 20 years

Less than 1 per 95m

Likelihood

Expected

Rare

12 of 17

Version 10: Effective 22 March 2019

AA-NOS-RISK-0001

Table 3 – Consequence Criteria
INSIGNIFICANT
Generic
Consequence
Descriptions

Safety

ATM

(Margins of
Safety)

ARFFS

Work Health & Safety

Environment

MINOR

MODERATE

MAJOR

CATASTROPHIC

Some loss that can be managed via
existing management procedures
having a negligible impact on
achievement of business objectives.

Event with consequences that can be
readily absorbed but requires
management effort to minimise the
impact on achievement of business
objectives.

Significant event or circumstance that
requires management to institute
enhanced monitoring of controls to
assure continued delivery of business
objectives.

Critical event or circumstance that can
be endured with proper management,
however achievement of business
objectives are impaired.

Event or circumstance with potentially
disastrous impact leading to an inability
to achieve business objectives.

An operational condition with the
potential to reduce the margins of safety
(undesired state).

An operational condition in which the
margins of safety have been
compromised (unrecovered state).

An operational condition in which the
margins of safety have been
significantly eroded.

Low capacity/General Aviation aircraft
accident.

Medium to high capacity aircraft
accident.

Minimal impact to ARFFS operational
objectives.

Some impact to ARFFS operational
objectives.

Significant impact to ARFFS operational
objectives.

An inability to achieve ARFFS
operational objectives.

A sustained and complete inability to
achieve ARFFS operational objectives.

Exposure to circumstances where injury
may occur.

Injuries requiring medical treatment or
first aid.

Serious injuries or illness requiring
immediate medical treatment/hospital
admission.

Injury or illness resulting in permanent
impairment.

Fatality/fatalities.

Minor effect or implication on the
physical environment.

Moderate, medium term effect or
implication on the physical environment.

Long term effect or implication on the
physical environment.

Minor noise and emissions impacts.

Moderate noise and emissions impacts.

Major noise and emissions impacts.

Irreversible and extensive effect on the
physical environment which has national
or global implications.

Negligible effect or implication on the
physical environment.
Insignificant noise and emissions
impacts.

Service Delivery
(Impact on
Customers)

Negligible efficiency impact on delivery
of ATM/ARFF services.

Delivery of ATM/ARFF services are
impaired, resulting in minor
inefficiencies for our customers.

Inability to deliver some ATM/ARFF
services, resulting in moderate
efficiency impacts.

Inability to deliver majority of ATM/ARFF
services, causing significant efficiency
impacts and reducing the value
delivered to our customers.

Sustained inability to deliver any
ATM/ARFF services, which severely
impacts the efficiency of our customers’
operations.

Organisational
Capability
(Internal Impacts)

A noticeable degradation in
organisational capability that does not
reduce the effectiveness of the
function.

A significant degradation in
organisational capability to an extent
and duration that, while Airservices
can perform its primary functions, the
effectiveness of the functions is
noticeably reduced.

A severe degradation in, or loss of,
organisational capability to an extent
and duration that Airservices cannot
perform one or more of its primary
functions.

A severe degradation in, or loss of,
organisational capability to an extent
and duration that Airservices cannot
perform one or more of its functions
for an extended time.

Total loss of organisational capability
to an extent and duration that
Airservices cannot perform any of its
functions.

Reputation

Internal impact only with no adverse
customer or ministerial involvement.
Ability to be managed by staff
internally.

Some adverse publicity resulting in
internal reviews of existing policies
and practices.

Substantial adverse publicity or loss
of some stakeholder confidence.
Scrutiny/criticism by the Minister,
Parliamentary Committees and key
customers, requiring Ministerial
and/or Customer response.

Adverse national media reports on
failings, inefficiency or inadequacies
resulting in serious loss of confidence
by customers and the Minister.
Serious embarrassment to Minister
and Government. Parliamentary
enquiry may be instigated.

Complete loss of stakeholder
confidence resulting in Board/CEO
resignation. Royal commission may
be instigated.

Financial
Sustainability*

A financial impact up to $500,000.

A financial impact between
$500,000 and $5m.

A financial impact between $5m
and $50m.

A financial impact greater than
$50m.

Airservices is no longer able to
operate as a going concern.

*Note: A financial impact constitutes both potential and actual impacts on Airservices profit and loss statement (i.e. revenue and expenditure). Potential impacts include:
expenditure avoidance and opportunity costs. Financial figures presented are in the context of the organisation.
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Table 4 – Risk Acceptance, Mitigation Strategies and Review Timeframes
Risk acceptance –
minimum authority

Extreme
(E)

Must be referred to
the CEO for
attention and action

Risk mitigation strategy –
safety & environment risks
Unacceptable

Unacceptable

Immediate risk treatment
required to reduce the level of
risk to as low as reasonably
practicable (ALARP) or cease
the activity.

Immediate risk treatment
required to reduce the level
of risk to align with the
organisational risk appetite
or cease the activity.

Unacceptable
High
(H)

Responsible
Executive General
Manager (EGM)

Risk mitigation strategy –
business risks

Minimum review
timeframes

Weekly
(continuous risk
treatment)

Undesirable

Immediate risk treatment
required to reduce the level of
risk to ALARP or cease the
activity.

Risk must be reduced to
align with the organisational
risk appetite.

Monthly

Undesirable
Medium
(M)

Responsible Direct
Report to Executive
(DRE)

Tolerable

Risk treatment required to
reduce the level of risk to
ALARP, unless the cost of
reducing the risk is grossly
disproportionate to the
expected risk reduction
benefit.

Risk should be reduced to
align with the organisational
risk appetite, unless the cost
exceeds the benefits
achieved.

Quarterly

Tolerable

Low
(L)

Risk is broadly acceptable,
however risk treatment should
be applied to reduce the level
of risk to ALARP, unless the
cost of reducing the risk is
disproportionate to the
expected risk reduction
benefit.

Responsible Other
Leadership Role
(OLR)

Acceptable
Risk is broadly acceptable.
Maintain current systems,
monitor and review. Further
reduction only if costs are
insignificant.

Biannually

Tolerable
Negligible
(N)

Responsible Team
Leader and above

Risk is acceptable, however
the risk must be monitored to
assure that it remains within
risk tolerance/appetite. ALARP
evidence is current.

Acceptable
Risk is acceptable. No
further reduction is
necessary.

Annually

Table 5 – Control Effectiveness Criteria
Control
Effectiveness

Fully
Effective

Definition
Control design is optimised to mitigate the risk (i.e. causes and/or consequences) to within
acceptable tolerances.
Control is operating effectively, is cost-effective and can be fully relied upon.
Monitoring and review of the control is established with assurance evidence available.
Control is designed correctly to mitigate the risk.

Substantially
Effective

Some work is required to improve the application and reliability of control.
Assurance over control effectiveness and collection of evidence is maturing.
Control is yet to be embedded into operations.

Partially
Effective

Further work is required to improve design of control and/or application and reliability of control.
Assurance evidence over control effectiveness does not exist.

Ineffective
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Appendix 2: Glossary
Within this Standard, the following definitions apply:
Term

Definition

Assurance3

A process that provides a level of confidence that objectives will be achieved
within an acceptable level of risk.

Cause4

A risk source which alone or in combination has the potential to give rise to a
risk. Depending on the context, it may also be referred to as a ‘threat’ or
‘hazard’.

Consequence4

Outcome or impact of a risk event affecting objectives.
Note 1: A consequence can be certain or uncertain and can have positive or
negative direct or indirect effects on objectives.
Note 2: Consequences can be expressed qualitatively or quantitatively.
Note 3: Any consequence can escalate through cascading and cumulative
effects.

Control4

A measure that maintains and/or modifies risk.
Note 1: Controls include, but are not limited to, any process, policy, device,
practice, or other conditions and/or actions which maintain and/or modify risk.
Note 2: Controls may not always exert the intended or assumed modifying
effect.
Controls may also be referred to as ‘barriers’.
A key control is a control that has a material impact on mitigating the risk.

Control effectiveness

The ability of an identified control to act upon (reduce the consequence or
likelihood of) a specific risk.

Current risk

Risk classification taking into consideration the effectiveness of the current
control environment. This may also be referred to as ‘initial risk’.

Event4

Occurrence or change of a particular set of circumstances.
Note 1: An event can be one or more occurrences and can have several causes
and several consequences.
Note 2: An event can also be something that is expected which does not
happen, or something that is not expected which does happen.

Hazard

A hazard refers to a situation or thing that has the potential to cause harm.

Inherent risk

The risk in an unmitigated state in the absence of any controls or risk
treatments.

Issue

A risk which has been realised.

Likelihood4

Chance of something happening.
Note 1: In risk management terminology, the word “likelihood” is used to refer to
the chance of something happening, whether defied, measured or determined
objectively or subjectively, qualitatively or quantitatively, and described using
general terms or mathematically (such as a probability or a frequency over a
given time period).

3
4

Source: HB 158-2010 Delivering assurance based on ISO 31000:2009
Source: ISO 31000:2018 Risk Management-Guidelines and SA/SNZ HB 436:2013
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Term

Definition

Monitoring3

Continual checking, supervising, critically observing or determining the status in
order to identify change from the performance level required or expected.

Opportunity

A time or set of circumstances that makes it possible to do something.

Risk4

Effect of uncertainty on objectives.
Note 1: An effect is a deviation from the expected which can be positive,
negative or both, and can address, create or result in opportunities and threats.
Note 2: Objectives can have different aspects and categories, and can be
applied at different levels.

Risk acceptance

Informed decision by an appropriate risk owner to take on a particular risk.

Risk analysis4

Comprehend the nature of risk and its characteristics including, where
appropriate, the level of risk.

Risk appetite

The amount of risk an entity is willing to accept or retain in order to achieve its
objectives. It is a statement or series of statements that describes the entity's
attitude toward risk taking.

Risk assessment4

The overall process of risk identification, risk analysis and risk evaluation.

Risk classification

Magnitude of a risk or combination of risks expressed in terms of their
consequences and their likelihood. Also known as ‘risk rating’ or ‘level of risk’.

Risk escalation4

A process of alerting a significant risk to a higher level of management for
attention and decision making.

Risk evaluation4

Process of comparing the results of the risk analysis with the established risk
criteria to determine where additional action is required.

Risk management4

Coordinated activities to direct and control an organisation with regard to risk.

Risk owner4

The person or entity with accountability and authority to manage a risk.

Risk review4

Continual checking, supervising, critically observing the status of risks in order
to identify change from the performance level required or expected.

Risk tolerance

The levels of risk taking that are acceptable in order to achieve a specific
objective or manage a category of risk.

Risk treatment4

Process to modify risk.
Often a one-off management action undertaken to manage (or treat) the risk.
Once completed, they either strengthen the effectiveness of an existing control
or lead to the creation of a new control.

Shared risk

A risk with more than one risk owner or where more than one entity is exposed
to the risk and can contribute to proactive risk mitigation through individual or
collective action.

Stakeholder4

Person or organisation that can affect, be affected by, or perceive themselves to
be affected by a decision or activity.

Target risk

Risk remaining after risk treatment. This is also referred to as ‘Residual risk’5.

Threat

A potential cause that may contribute to the realisation of a risk event occurring.

Worst credible scenario

The plausible worst case scenario arising from a risk event taking into
consideration the effectiveness of existing controls.
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Appendix 3: References
Risk Governance Documents
Title

Number

Governance, Risk and Compliance Policy

C-POL0024

Governance, Risk and Compliance (GRC) Framework

C-FMK0001

Airservices Risk Appetite Statement

C-POL0023

Airservices Governance Standard

AA-NOS-GOV-0001

Airservices Compliance Standard

AA-NOS-RISK-0002

Safety Accountabilities

AA-NOS-SAF-0007

Assurance Guide

C-GUIDE0587

Airservices Frameworks

C-REF0293

Risk Management Procedures and Guides
Title

Number

Airservices Risk Management Guide

C-GUIDE0766

Airservices Risk Assessment Reference Guide

C-GUIDE0767

Safety Risk Management Procedure

AA-PROC-SAF-0105

Safety Risk Management Tools and Techniques

AA-GUIDE-SAF-0105C

ALARP and Cost Benefit Analysis

RISK-PROC-0004

Environmental Risk Management Procedure

ENV-PROC-0004

Security Risk Management

C-PROC0338

IM&T Security Risk Management Plan (SRMP)

C-PROC0253

ARFFS Operational Risk Management

SMS-004

ATC Operational Risk Assessment Review Procedure

C-PROC0310

P3M Risk Management

AA-PROC-FIN-0001

Treasury Risk Management Procedure

C-PROC0305

Insurance Risk Management Guide

C-GUIDE0585

Risk Assessment Templates
Title

Number

Simple Risk Assessment: Risk Analysis Template

RISK-TEMP-0001

Simple Risk Register Template

RISK-TEMP-0002

CIRRIS Business Rules
Title

Number

CIRRIS Risk Module Business Rules

C-PROC0365

CIRRIS Agreed Action Module Business Rules

C-PROC0366

Don’t forget to visit the Risk & Compliance page on Horizons for contemporary risk
insights and guidance materials and/or contact your Risk Champion for risk advice.
AA-NOS-RISK-0001
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